Earlier Security System:-      

 
Physical access of a person may be allowed depending on payment, authorization, etc. These can be enforced by personnel such as a border guard, a doorman, a ticket checker, etc., or with a device such as a turnstile. There may be fences to avoid circumventing this access control. An alternative of access control in the strict sense (physically controlling access itself) is a system of checking authorized presence. For e.g. Ticket controller (transportation). [FPACS Website 1]
  
In physical security, the term "access control" refers to the practice of restricting entrance to a property, a building, or a room to unauthorized persons. Physical access control can be achieved by a human (a guard, bouncer, or receptionist), through mechanical means such as locks and keys, or through technological means such as a card access system or biometric identification.

Access control is the ability to permit or deny the use of a particular resource by a particular entity. Access control mechanisms can be used in managing physical resources (such as a movie theater, to which only ticketholders should be admitted), logical resources (a bank account, with a limited number of people authorized to make a withdrawal), or digital resources (for example, a private text document on a computer, which only certain users should be able to read).

Physical access control is a matter of who, where, and when. An access control system determines who is allowed to enter or exit, where they are allowed to exit or enter, and when they are allowed to enter or exit. Historically this was partially accomplished through keys and locks. When a door is locked only someone with a key can enter and/or exit through the door depending on how the lock is configured. 

Limitations:-
 Mechanical locks and keys generally do not allow restriction of the key holder to specific times or dates. Mechanical locks and keys do not provide records of the key used on any specific door and the keys can be easily copied or transferred to an unauthorized person. When a mechanical key is lost or the key holder is no longer authorized to use the protected area, the locks must physically be changed.

1.2 PROPOSED SYSTEM:

               Electronic access control uses the power of computers to solve the limitations of mechanical locks and keys. A wide range of credentials can be used to replace mechanical keys. The electronic system determines whether to grant access to the protected area based on the credential presented and when it is presented. If access is granted, the door is unlocked for a predetermined time period and the transaction is recorded. If access is refused, the door remains locked and the attempted access is recorded. The system will make an alarm if the door is forced to open.

 
In most electronic access control systems this is a highly reliable independent control panel. The control panel is aware of the current time and date and decides whether the holder of the presented credential is allowed access at this door at this time and date. Whether access is granted or denied, the transaction is recorded providing a history that can be consulted when questions arise about who was there in the protected area.

                There are many card technologies including bar code technology, magnetic stripe technology, proximity card technology, smart card and so on.

Bar Code Technology:-

A bar code is a series of alternating dark and light stripes that are read by an optical scanner. The organization and width of the lines is determined by the bar code protocol selected. There are many different protocols but code 39 is the most popular in the security industry. Sometimes the digits represented by the dark and light bars are also printed to allow people to read the number without an optical reader. 
Advantage: -   The advantage of using bar code technology is that it is cheap and easy to generate the credential and it can easily be applied to cards or other items.
Disadvantage: -  The disadvantage of this technology is that it is cheap and easy to generate a credential making the technology susceptible to fraud and the optical reader can have reliability problems with dirty or smudged credentials. 
Magnetic Stripe Technology:-

Magnetic stripe technology, usually called mag-stripe, is so named because of the stripe of magnetic oxide tape that is laminated on a card. There are three tracks of data on the magnetic stripe. Typically the data on each of the tracks follows a specific encoding standard, but it is possible to encode any format on any track. 
Advantage:-   A mag-stripe card is cheap compared to other card technologies and is easy to program. The magnetic stripe holds more data than a bar code can in the same space. While a mag-stripe is more difficult to generate than a bar code.

 Disadvantage:- Magnetic stripe technology is also susceptible to misreads, card wear, and data corruption. The technology for reading and encoding data on a mag-stripe is widespread and easy to acquire.
Proximity Card Technology:-

 The typical proximity card consists of a microchip and antenna embedded in a plastic card. When the card is placed within the radio field of the reader, the energy broadcasted from the reader energizes the microchip on the card and begins a transaction between the card and reader. When the reader recognizes the card, the card is queried for the identification number. A proximity card can be passive or active. An active card has a battery to power the microchip and is usually thicker than the standard ISO plastic card. A passive card depends solely on the radio field of the reader for power giving it less range but longer useful life.
Advantage:- Proximity readers have been steadily gaining in popularity because of the ease of use, lack of wear, and high tech image. The cards are very difficult to duplicate because of the need for the microchip, knowledge of radio technology, and the software needed to implement the protocol.
Disadvantage:- The minor problems associated with this technology are occasional problems with RF interference and the fact that it may be easier to follow someone with valid access through a door because the read range may make it more difficult for a guard to verify that a person has or has not presented a card.
 
Since Proximity Cards are having minor limitation in this system we made use of this technology. [FPACS Website 1]
1.3 ORGANIZATION:-
 Chapter 1 deals with the brief description of the proposed security system along with various card technologies available. Also previously available security techniques and their limitations are covered.

Chapter 2 describes the detail explanation of the various peripheral components which have been used in implementation of security system along with the operation of each of the components. The pin diagram of some of the components has been included in this chapter.

Chapter 3 explains the block diagram of the proposed security system followed by the detail explanation of the working principle of this security system. A brief introduction to the interfacing of the various hardware components to the microcontroller is discussed. Lastly, the explanation of the software models used in this system along with flowchart.

Finally, Chapter 4 concludes with the result, advantages and disadvantages of this system followed by the conclusion and future scope. The bibliography and appendix is enclosed at the end.


