Remote Access of process control devices deals with devices with very limited computing resources with high cost sensitivity such as light switches, dish washers, washing machines, thermostats, dimmers and motion sensors, to name a few. Control devices are practically everywhere around us.

Control devices have very unique set of characteristics that are different than those for data networks.  Compared to data networking devices (PCs, printers, laptops, etc.), there are more control devices that can be found in a typical home.  Other attributes of control and automation networks are the relatively low network bandwidth (i.e. bit rate) requirements as well as the need to support multiple media (twisted pair, power line, RF, etc.). 
Control and automation networks also need to be more reliable and secure than the other forms of home networking. For example, a security system cannot tolerate a “re-boot” every few days.  Nor can it tolerate intentional attacks from hackers.
Remote Access of Process Control devices is an embedded system project using which we can control the operation of any process device from a computer which can be situated anywhere, provided the client and the server, which is connected to the process device are in a network. 

The project aims to automate the control of these process control devices, for a process control device to be controlled by the computer, which is called the client, the process control device should be connected to the web-server board, which is called the “server”, and the client and the server should be connected in a network, such as a LAN, WAN or the Internet. The client is provided with a user interface, wherein he is given the facility to turn on or off a device in the form of check box. The client has to check or un-check the check box in order to turn on or off the system.          

SCOPE OF THE SYSTEM

· Using the system, we can check the current status of the device from the client using TCP/IP protocol, on the web-server.
· Keep polling the current status of the process equipments connected to the micro-controller. Send this status to the client using Ethernet adapter board.

· Change the signal if required

· If it is required to change the status of any of the equipment, give the command from the client to the micro-controller through Ethernet adapter board and do the required changes.

· Send the changed status of the equipment back to the client, using the web-server board.

· Using our product, one can control the operation of a device based on the current room temperature. Depending on a pre-set temperature value, we can turn the device on or off.

· We have attained total platform independence in our project, 




· The client could be working on any platform (Linux/Windows), he has to do is run a web-browser and type the IP address of the web-server board which is connected to the client through LAN and he will receive the web-pages from the server.

· Our application can also be used to automate homes.
ABOUT THE PROJECT

The “Remote Access of Process devices “ is an embedded application using which we can control the working of a process device from a remote client PC. The entire application can be basically divided into two modules “Server” and “Client”. The client in our project is a PC running a web-browser application and should be connected to the server through LAN. 


The web-server of the “Remote Access of Process Device“ consists of hardware and the driver code (software) needed to make the hardware circuit work. The web-server is connected to the client PC through its parallel part.

The server and the client PC are connected through LAN. The client can connect to the system by specifying the IP address of the server in the web-browser (client). The web-server first verifies whether the IP address is correct by comparing it with the IP address stored in the EEPROM of the web-server board. If it is correct the connection is established otherwise the web-server board will continue to listen for new connection request.

Once the connection is established with the server, the client will get the web page that has all information about the devices connected to the web server. Here the user depending on what he has to do will have to check or uncheck the check box representing the device. A check in the check box denotes to turn the device on and similarly an unchecked check box means the user wants to turn off or doesn’t want to manipulate the device.

The user might sometimes want to change the IP address or the gateway address of the web-server board. For this, he will have to open the hyper-terminal and setup a telnet connection between the client PC and the server. Then he will get a menu-based interface for changing IP address, Gateway address in his hyper-terminal, now the client PC user will have to type the IP or the Gateway address, depending on what he wants to change. This new IP, Gateway address is sent back to the web-server board in the form of serial data, this data is written into the EEPROM from the microcontroller using the I2C protocol.

The product is platform independent since, the client PC uses the web-browser to connect to the server, so the setup doesn’t depend on the platform. The hardware used is inexpensive and is available easily and we wrote the software for the hardware in embedded C using the Keil compiler. Hence the system is efficient and cost effective.

The Software Development Life Cycle called the V-Model has been followed for developing the project. This has helped us in a systematic and fruit full approach to the development of the project.

USER-INTERFACE

To make the efficient use of the web-server board, the user has to know the following:

IP address of the web-server board, that is stored in the EEPROM or he has to configure the web-server board again to adapt it to the network again.

When he receives the web page, he has to know which device is connected to which relay, to turn it on/off.

OVERALL DESCRIPTION AND REQUIREMENTS



























































































































































































































The Web Server mainly consists of a microcontroller with 8051 architecture.

Wiznet W3100, LAN controller is used to interface the microcontroller with other computers. The wiznet LAN controller has hardware implementation of TCP/IP, which requires a driver to be initiate the TCP/IP.

The At24C04 EEPROM is used to store the IP address and the subnet mask of the server. The IP address and the subnet mask can be changed whenever the server is moved from one network to another and corresponding IP address and subnet mask can be stored in the EEPROM. For communication between the microcontroller and the EEPROM, I2C (Inter IC protocol) has been implemented.

LCD is used to display the IP address to access the server and it can also display whatever information the client sends to be displayed on the web server.

Relay driver acts as switch between the device and the microcontroller. 

The client sends an HTTP request to the server demanding for a web page, which contains the details about the current status of the device. The server gets the IP address, if it matches then the server sends a web page to the server containing the current status of the device.
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